sludge in a nearby stream.
Prof. Greg Welch

S ————

* Employee “Paul Lootion” is ordering his * Employee “Paul Lootion” is ordering his
subordinates to illegally dump chemical subordinates to illegally dump chemical
studge in a nearby stream. sludge ina nearby stream.

—You-are Paul’'s boss.

P
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sludge in a nearby stream. sludge in a nearby stream.

— Paulis your boss...

e

Characterizing ethical concerns « Examples

— Incomplete testing
— Blatant falsifications
— Embezzlement
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* Motivation & Characterization ¢ Examples
=Concrete-and clear motivations —=Poordevelopment practices
— Easily characterizel — - Deliberate obsolescence |
eliberate monopolization

= Motivation & Characterization

— Complex multiple motivations
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* 1968, Ernie Fitzgerald 977, Maude DeVictor
otd-Congress-that the Pentagon's C-5A-transport = First catted-attention-to-itt-effects of “Agent Orang

most famous whistle-blowing cases.)

N [1 S
-.'ll_l

“committing the t

= January 12, 2001

— Anonymous letter and audio tape to Secretary of the Navy
accuses Lt. Col. Odin Fred Leberman of instructing subordinates
to falsify Osprey maintenance records. — The hig story?

— Quated as saying » Bill and co-worker were convicted and sent to

. [CNN] prison for their actions
« One week later (approx.)

for maintenance records to be falsified to make the reliability of
the controversial aircraft look better than it really is.

. January24 0000000000000
— Under pressure from Congress the Marine Corps turned
over its investigation to the Pentagon's inspector general.
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< A Civil Action (book and movie)
. concentration o

»Little is known about Lukemia causes in general The software development process
»—EPA-unable-te-blame-contaminated-water

»

_ John Travolta and
January 31, 2001 . Robert Duvall

contaminated vermiculite ore mining conducted over|

* The Insider (movie)
— Struggle to publicize the truth
» Jeffrey Wigand, former tobacco executive
» Lowell Bergman, Producer “60 Minutes” (CBS)
————Addictive nature of tobacee—————————————————————A{Pacinoand

» Conceal awareness, increase addiction Russell Growe

s Tho “\Motoniq)” model (an example)

Reguirements

generate a well-defined engineering product.”

— Not a substitute for knowing what to build
(requirements) or knowing how to build it (design,

v
High-level Design \

v
Detaijed Design
Code

p Unit T

» Functional Testing
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* Requirements (system)
Requir ements Sysem Sygan Detala usthave two-stice capacity
pedficaion secification design design USt be adjustable from o

Yoy ¥

— Opening must accommodate bagels

System Sub-systam Modileand
Au:qnlance inegretion inegraion urit code - > .
t=gekEm test plan test plan and tes <

System Sub-system
integrationtes integraiontes

« High-level Design (system) » Detailed Design (software)
_ i i . _ » ‘
» User interface » Graphical user interface
» Control » Lowlevel input

» Satellite communication — Control
— Satellite dish for software updates » Temperature
rge cooking unit » Darkness
()

— Satellite communication
—  » Satellitehandshaking
» Downlink
» Performance uplink

Page 6



« Code & Unit Testing
— Garth-Guidoer
» User Interface

— Marvin Meanswell
» Satellite communication

« Documentation

design phases (early)
— Serves to identify misunderstandings, confirm
requirements,and-temper-unrealistic-expectations

+ Checks & Balances
_ . .
— Independent testing and oversight

- — Customerinvolvement throughout —

* Delivery (system)

ter accidents are seldom simple
— How many computers to turn on a light bulb?
» “Single bug” fixes usually not sufficient

—Many-contributionstopreblem——M
. — Management inadequacies

— Lack of procedures for problem tracking

— Over-confidence in the software

— Removal of hardware interlocks

— Poor software engineering practices
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« Overly strict standards can inhibit progress
« Delicate balance

— Public interests must be represented, as they may
tend to be subsumed by corporate desires for profit, =
A per al experience
— Standards and regulations can undesirably lull
people into thinking that legal and moral

responsibility is fulfilled if such standards are
followed

Alaskan Air accid

e The product o Tho SiMoiosfq]]” model (an example)
= f aﬁ arja er(hardware & software) for Us jet Reguirements
ighter
* My role High-level Design \

v

— Senior Software Engineer v
» Threat Acquisition Detaifed Design
» Receiver-Transmitter Compatibility

Code

p Unit Testing

A
» Functional Testi
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Requirements ~ ¢ What was wrong?
=Procedures (DOD) notclosely followed
— — Requiremenis not well documented
— Costly down-stream errors

Requiremients
N
High-level Design

Detailed Design

Code ™ — Attempts to rationalize methods

~_ = — Confusion about what was required
= Unit Testing

» Functional Testing

« Initial actions
— Research DOD specifications and contracts
— Memos, diary, weekly reports
= Meetings with- management
* Long-term actions - Recognizing and surviving trouble
. 9 Conclusions
— Avoiding martyrdom...
- GAOReport, November1994
» “Electronic Warfare: Most Air Force ALQ-135
Jammers Procured Without Operational Testing”
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* What to look for, how to recognize * Caution
=Gutfeetings =Prevent-harm but preserve yourcareer

— - Confradictory instructions » Establish a clear technical case
— Co-worker concurrence (careful!) — Do your romework?

*« Most peope go-along to get-along — Maintain-a diary

— Loss of $ versus loss of life
wwwmi H =
« Act AS,

+« Management * Independent (external) organizations
- — Lowlevel first, hopefullylast - j r i
— Be clever, e.g. try disguising concerns as — The Government Accountability Project
suggestions for improvements — Private (non-profit) organizations
— Use diplomacy — Inspectors General
¢ Intra-company organization
— Hotlines

=Anonymous vs-open-(less-common)
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¢ The customer ¢ Making an exit vs. a statement
— Extreme caution * Making a statement
— Seek legal counsel — Public resignation says you are serious
«Thenews media —Candisarmaccusations of distoyalty
— Resigning is better than being fired
¢ -
— Degradation of right to dissent from within

- lossofpensionete. 0000000

« Form good habits early—bad habits can be a "...The men who create power make an

dark behavior greatness, but the men who question power
make a contribution just as indispensable...for

« Failure to act may haunt you later :
they determine whether we use power or

“I don't want yesmen around me. | want people

their jobs." (Samuel Goldwyn)
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"The large organization wants its people to be
ferocious competitors outside and docile
followers inside." { )

- :
» The Project on Government Oversight
s up will'lbe hammered down 4 )

« ACM e Courage Without Martyrdom: A Survival Guide
» www.acm.org/constitution/bylaw15.html — Julie Stewart, Thomas Devine, and Dina Rasor

« |[EEE — http://www.whistleblower.org/www/Tips.htm
» www.ieee.org/committee/ethics/#Code — Chemical Manufacturers Association

— Guidelines for Engineers Dissenting on Ethical Grounds — W. R. Grace, “Beyond A Civil Update”
» www.ieee.orgfcommitteefethicsteth_guid-htmt » WWW.civil-action.com/
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* Veteran Wistleblowers Advise... * Ethics and Computing: Living Responsibly in a
— http:/www.the- —  ComputerizedWorld

— - — = Kevin W. Bowyer, {EEE Press

html er.org TALOG/bp07130.htm
____e.oher
— http:/ltrufax.org/research/dissent.html
— http://Iwww.disgruntled.com/linkswhistle.html

« A Civil Action
~—  — Book: Jonathan®Harr
— = Movie with John Travoltaand Robert Duvall
» http://movies.go.com/civilaction/
— hnp (ﬁ W\ geﬂ Qg;l Qh o -state ed ZCQ rtroom mages h!n]
ider
— = Movie with- Al Pacinoand RusseltCrowe
» http://movies.go.com/insider/index_flash.html

Mitchell, Greg Jet Propulsion Laboratory (JPL), California

ot Be Silenced” “Software Management”
Dembner Books, 1981 JPL D-2352, Rev. G, 1989
Leveson, Nancy G., Clark S. Turner EEE Software Engineering Code of Ethics
An Investigation of the Therac-25 Accident:

Information and Computer Science Dept.,
University of California, Irvine (UCI)

Washington TR # 92-1
IEEE Computer, Vol. 26, No. 7, July 1993, pp. 18-41.
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